ITPUKAS3 ot S peBpans 2010 r. N 58

OB YTBEPXJIEHUM [TOJIOKEHNS O METOJIAX M CTIOCOBAX 3ALLIUTEI
MH®OPMALIMN B UTHOOPMALIMOHHBIX CUCTEMAX ITEPCOHAJILHBIX
JIAHHBIX

B coorBerctBunm ¢ mnyHkroM 3 Ilomoxkenust 006 obecrneueHHH O€30MacCHOCTH
MEPCOHANIBHBIX JaHHBIX MPU HX 00paboTke B WHOOPMAIMOHHBIX CHCTEMax
MEPCOHANILHBIX JTaHHBIX, yTBepxkaeHHoro IloctaHoBnennem IlpaBuTennpcTBa
Poccuiickoit  ®epepanuun ot 17 wHosO6ps 2007 r. N 781 (CoOpanue
3akoHoaaTenbcTBa Poccuiickoit ®enepauun, 2007, N 48, ct. 6001), mpukassiBaro:

YTBepI[I/ITB npuiaaracmMoc [lonoxxenue o MCTOOAX H crocobax 3alIUThI
I/IH(bOpMaI_[HH B I/IH(l)OpMaI_[I/IOHHI)IX CUCTCMaXx IICPCOHAJIbHBIX TAaHHbIX.

Hupexrop PenepanbHO CIIyKObI [0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO

C.I'PUT'OPOB

[Tpunoxenue k [Ipukazy ®CTIK Poccun ot 5 pepans 2010 r. N 58

IMOJIOKEHHUE O METOJAX n CIIOCOBAX SAHIUTBI
NHO®OPMAILIMHU B NHOOPMALMUOHHBIX CUCTEMAX
INEPCOHAJIBHBIX JAHHBIX

[. OO01ue 1o0KeHUs

1.1. Hacrosmee Ilonoxenue paspabotaHo B coorBeTcTBUU ¢ llomoxkeHuem o0
oOecrieyeHUN OE30MaCHOCTH TEPCOHAIBHBIX JaHHBIX TPU HX 00paboTke B
UHPOPMAIIMOHHBIX ~ CHUCTEMax  MEPCOHANbHBIX  JaHHBIX,  YTBEP)KICHHBIM
[ToctanoBnenuem IlpaBurenbctBa Poccuiickoit @eneparuu ot 17 HosiOps 2007 r.
N 781 (Cobpanue 3akoHomatenbctBa Poccuiickoit ®deneparuu, 2007, N 48, crT.
6001), u ycraHaBiIMBaEeT METOJIbI M CIIOCOOBI 3aIMTHI HH(OPMAIUHU, TPUMEHIEMBbIE
Uist obecrieyeHus: 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTKe B
MH(OPMAIMOHHBIX CUCTEMAX MEPCOHANBHBIX AaHHBIX (Aaniee - nH(pOpMaMOHHbIE
CUCTEMBI) TOCYJAapCTBEHHbIMU  OpraHaM{, MYHHUIUIAJILHBIMU  OpraHamu,
IOPUAMYECKUMU WM (PU3MYECKUMH  JIMLAMH, OpPraHM3yloIUMU U (WIN)
OCYIICCTBIISIONMMUA  00pabOTKYy  MEpCOHAJIBHBIX  JaHHBIX, a  TaKXke
OTIPEETSIOUIMMHU LIETU U coiepKaHre 00pabOTKU MEePCOHANBHBIX JaHHBIX (Jaee -
OIlepaTop), WIN JUIOM, KOTOPOMY Ha OCHOBAaHUHU JIOrOBOpA ONEpPATOp MOpydaeT
00pabOTKy MepCOHaIbHBIX JAHHBIX (Jajee - YIIOJIHOMOYEHHOE JIUIIO).

B mnactosmem IlojokeHun He paccMaTpuBalOTCA BOMNPOCHl  OOeCHedeHUs
0€30IM1acHOCTH NMEPCOHANIBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM MOPSAKE K
CBEJICHUSIM, COCTaBIIAIONIMM TOCYJApPCTBEHHYIO TailHy, a TakKe BOIPOCHI
MPUMEHEHUSI KPUNITOTpahUueCKUX METOI0B U CIIOCOO0B 3aIUThI HHGOPMALIUH.
1.2. K meTogam u crioco6am 3amuThl HHGOPMALIMK B MH(YOPMAIMOHHBIX CUCTEMAX
OTHOCATCS:



METOIBl M CMOCOOBI 3amuThl HWHPOpMAIMK, 00pabaThIBaeMON TEXHHUYECKUMU
cpelncTBaMu UH(MOPMAIMOHHOM CHUCTEMBI, OT HECAHKIIMOHUPOBAHHOIO, B TOM
YHCJIe CIy4ailHOrO, JIOCTYINa K MEPCOHAIBHBIM JaHHBIM, PE3yJIbTaTOM KOTOPOIO
MOXET CTaTh YHUYTOXEHUE, U3MEHEHHe, OJIOKUpOBaHUE, KOIHMPOBAHUE,
pacnpocTpaHeHUE NMEePCOHANBHBIX JAHHBIX, a TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX
NeucTBUM  (manmee - METOAbl M CHOCOOBI  3allUThl  MHPOpPMAlUU  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA);

METOJBl M CIOCOOBI 3aIUThl peueBON HHPOpMANMH, a TakKe HHPOPMAIIHH,
MIPEICTABIICHHON B BHUI€ WH()OPMATUBHBIX JJICKTPUUECKUX CUTHAIIOB, (PU3NUECKHUX
MoJiel, OT HECAHKIMOHUPOBAHHOTO JIOCTyla K I[E€PCOHAIBHBIM JaHHBIM,
pe3yJabTaTOM  KOTOPOTO  MOXET CTaTh KOINHUPOBAaHHWE, PaCIpPOCTpPAHEHUE
MEePCOHAIBHBIX TAHHBIX, & TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX ACHCTBUM (Z1asee -
METOJIbI ¥ CLIOCOOBI 3alIUTHI HH()OPMALIMK OT YTEYKU 1O TEXHUYECKUM KaHajiam).
1.3. Jlnsg BbIOOpa M peanu3allid METOJIOB U CHOCOOOB 3alllUThl MH(OpMAIUU B
UH(OPMAITMOHHOW CHUCTEME OMEPaTOPOM WM YIOJIHOMOYEHHBIM JIUIIOM MOKET
HA3HAYaTbCsl CTPYKTYpHOE MOJApa3/ieNieHue WM JOHKHOCTHOE JIUIO (paOOTHUK),
OTBETCTBEHHBIE 3a 00ecrieyeHrue 0€30MacHOCTH MEPCOHAIBHBIX JTAHHBIX.

Jnst BeiOOpa M peaiv3aliud METOJIOB M CHOCOOOB 3aluThl HMH(OpMaAIUUd B
UHOOPMAIIMOHHONW CHCTEME MOKET NPHUBJICKAThCA OpraHu3alvs, HMeroas
OQOpPMJICHHYI0O B YCTaHOBJICHHOM TMOPSAKE JMIICH3UIO Ha OCYIIECTBICHHUE
JEATEIIbHOCTH MO TEXHUYECKOU 3a1uTe KOHPUISHIMAIBbHOU HHPOPMAIUH.

1.4. BpiOop u peanuszamusi METOJOB U CHOCOOOB 3alUThl MH(OpMaUUU B
WHQOPMAIIMOHHOW CHUCTEME OCYLIECTBISIIOTCS Ha OCHOBE OMNpEIeIeMbIX
ornepatopoM (yMOJHOMOYEHHBIM JIMIIOM) YIpo3 O€30MacCHOCTU MEePCOHATBHBIX
JIAHHBIX (MOJIEIU YIpo3) U B 3aBUCUMOCTH OT KJjlacca MH(POPMAIITMOHHON CUCTEMBI,
OTPENICJICHHOT0 B COOTBETCTBUU C [lopsiakoM mpoBeneHus Kiaccu(puKaiuu
WH()OPMAITMOHHBIX CHUCTEM IEPCOHANBHBIX JaHHBIX, YTBEpKIEeHHbIM [Iprkazom
OCTIK Poccun, ®Ch Poccun u Munundopmcesizu Poccuu ot 13 despans 2008
r. N 55/86/20 (3apeructpupoBan Muntoctom Poccum 3 ampens 2008 .,
peructpauuoHHbiil N 11462).

Mopnens yrpo3 paspabaThiBacTCsi Ha OCHOBE METOJUYECKUX JIOKYMEHTOB,
YTBEPAKIEHHBIX B COOTBETCTBUM C NyHKTOM 2 IlocranoBinenusi [IpaBuTensbcTBa
Poccutickoit ®enepanuu ot 17 HOs16pst 2007 r. N 781.

1.5. BeiOpanHbie U peain30BaHHbIC METO/bl U CIOCOOBI 3allUThl HHPOpPMALIKU B
WHOOPMAIMOHHOW  CHCTEeME  JOJDKHBI ~ OOecrneyumBaTh  HEUTpaATM3alUI0
MpenoiaraéMpiX yrpo3 0€30MacHOCTH MEPCOHANIBHBIX JaHHBIX TIPU UX 00pabOTKe
B MH(OPMAIIMOHHBIX CHUCTEMax B COCTaBE€ CO37aBaeMOM  omepaTopoM
(YTIOJTHOMOYEHHBIM JIMIIOM) CUCTEMBI 3alIUThl IEPCOHATBHBIX TAHHBIX.

II. MeToibl ¥ crtocoObI 3aUTHI UHPOPMAITUU OT HECAHKITMOHUPOBAHHOTO JTOCTYTa
2.1. Metogamu u cniocobamu 3anuThl WHOOPMAIMK OT HECAHKITMOHMPOBAHHOTO
JIOCTYTa SIBIISTFOTCS:

peanu3anus pa3peImnTEIbHON CHUCTEMBI JOITyCKa MOJIb30BaTEJIEH
(00CTy»)KHBarOIIETO repcoHaa) K nH()OpMAITMOHHBIM pecypcawm,
WHOOPMAITMOHHOW CHUCTEME U CBS3aHHBIM C €€ HCIIOJIb30BaHUEM paboTam,
JIOKYMEHTaM;



OrpaHUYEHHE JOCTyIla II0JIb30BaTe€Iel B TOMEIIEHMS, I/€ pPa3MEIIEHbI
TEXHUYECKUE CPEACTBA, MO3BOJISAIOLINE OCYHIECTBIIATh 00Pa0OTKY MEPCOHAIBHBIX
JAHHBIX, & TAKXKE XPAHITCSI HOCUTEIU UHPOpMALHY;

pasrpaHWyeHre JOCTyla IOJb30BaTeNed U OOCIYKHUBAIOLIEr0 IEpcoHaIa K
HH(POPMAITMOHHBIM pecypcam, IPOrpaMMHBIM CpeJCTBaM 00paboOTKH (Iepeaayun) u
3alUThl THPOpMALUH;

perucrpanus 1eUCTBUM NOJb30BaTENEN U 00CTYKUBAIOLLETO IEPCOHANA, KOHTPOJIb
HECAHKIIMOHUPOBAHHOTO JIOCTYIMA U JEHCTBUI MOJIb30BaTeNel, 00CTYKHBAIOIIETO
NEPCOHAJIA U IOCTOPOHHHUX JIMILI;

yu4e€T ¥ XpaHEHHE CHEMHBIX HOcUTeleld uHPopMauu H UX OOpalleHue,
MCKJTIOYAIOIIIEe XUIICHHUE, TIOAMEHY U YHUUTOXKEHUE;

pe3epBUPOBAHUE TEXHUUECKUX CPEACTB, NYyOJMPOBAHHE MACCHBOB M HOCHUTENEH
uH(popManuu;

UCIIOJIb30BaHUE CPEACTB 3alIUThl MH(YOpPMALMM, MPOIIEAIINX B YCTaHOBICHHOM
HOPSJIKE MPOLEAYPY OLIEHKH COOTBETCTBHSI;

WCITOJIB30BAHUE 3aIUIICHHBIX KAHAJIOB CBA3H;

pa3MelIeHe TEXHUYECKUX CPEACTB, IMO3BOJSIOUIMX OCYILIECTBIATh O00pabOTKY
IIEPCOHAIIBHBIX JAHHBIX, B IIPE/IEIIaX OXPAHIEMON TEPPUTOPUH;

opranu3anusi (pU3MUEeCKOM 3alIUThl TMOMEHIEHHH U COOCTBEHHO TEXHUYECKUX
CPEICTB, MO3BOJISIOUINX OCYIIECTBIISATE 00Pa0OTKY MEPCOHATbHBIX TAHHBIX;
IpEeIoTBpallleHUe BHEApPEHUs B HWH(GOPMAIIMOHHBIE CHCTEMbI BPEIOHOCHBIX
porpamm (IMporpaMM-BHPYCOB) U IPOrPAMMHBIX 3aKJIa/I0K.

2.2. B cucreme 3anThl NEPCOHAIBHBIX JAHHBIX MH(OPMAILIMOHHOM CHCTEMBI B
3aBUCUMOCTH OT Kjacca HWH()OPMAMOHHOM CHCTEMBI M MCXOAs H3 Yyrpo3
0€30MacHOCTH MEPCOHAIBHBIX JIaHHBIX, CTPYKTYpbl MH(POPMALMOHHON CHUCTEMBI,
HaJIM4MsI MEXKCETEBOIO B3aMMOJICHCTBUS U PEXKUMOB 00paOOTKM MEPCOHATBHBIX
JAHHBIX C HCIIOJIb30BAHUEM COOTBETCTBYIOLMX METOJOB M CIIOCOOOB 3alllUThI
uHbOpMallMl OT HECAaHKIMOHMPOBAHHOIO JIOCTyNa pealu3yloTcs (QyHKIUU
yIOpaBJICHUS JOCTYIIOM, pErucTpaluy M ydera, OOECHeYeHHs LEeJIOCTHOCTH,
aHaiIu3a 3aIIUIIEHHOCTH, obecrnieueHus 0€e301acHOro MEXKCETEBOTO
B3aUMOJICUCTBUS U OOHAPYKEHHUS BTOPKCHHI.

MeTtoabl ¥ ciocoObl 3aUThl UHPOPMALIMU OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA,
oOecnieunBaomye (QYHKIUM YOPaBICHUS JIOCTYIIOM, PETHUCTpAllMd M yyeTa,
oOecrieueHus IECJIOCTHOCTH, aHaJIu3a 3alllMIIEHHOCTH, oOeceueHnsl 0e30MMacHOIo
MEXCETEBOI0 B3aUMOJICUCTBHUS B 3aBHUCHUMOCTH OT Kjacca HH(POPMAIMOHHON
CUCTEMBI OMPEIEISAIOTCSA ONEepaTOpoM (YIOJIHOMOYEHHBIM JIUIIOM) B COOTBETCTBUU
C MpUJIOKEHHEM K HacTosieMy [lonoxenuto.

2.3. B uH(pOopMallMOHHBIX CUCTEMAX, UMEIOLIUX MOJKIIOYeHHE K HH()OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIM CETSIM MEXIyYHapOJHOr0 HH(POPMALMOHHOTO OOMEHa
(ceTssM CBSA3M OOILErO MOJIb30BaHUS), WU NpU (YHKIHOHUPOBAHHM KOTOPBIX
OpEeIyCMOTPEHO  HUCIOJB30BAaHUE  CHEMHBIX  HOcUTeled  uH(popMaluu,
UCITOJIB3YIOTCSI CPEICTBA AHTUBUPYCHOM 3aLIUTHI.

24. Ilpu B3auMoaeWcTBUM HMH(POPMAIIMOHHBIX CHUCTEM C HH(POPMAIIMOHHO-
TEJIEKOMMYHHUKAMOHHBIMU CETAMU MEXIyHAPOIHOTO MH(DOpPMALIMOHHOTO 0OMeHa
(ceraMu CBsi3M OOWLIETO TMOJNB30BAHMSI) HApALy C METOAaMH U croco0Oamu,



yKa3aHHeIMH B TyHKTe 2.1 Hactosimero [lomokeHus, OCHOBHBIMH METOJAMH U
crioco0amMu 3aiuThl THPOPMALUK OT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA SBJISIOTCS:
MEXCETEBOE HSKPAHHPOBAHUWE C IIEJIbI0 YIpaBICHUS JOCTYNOM, (UIbTpaluu
CETEBbIX IMAKETOB W TPAHCIALMH CETEBBIX aJPECOB JIsi CKPBITUS CTPYKTYpPHI
UH(OPMAIMOHHON CUCTEMBI;

oOHapy>KeHHE BTOPKEHUU B HMHGOPMAIMOHHYIO CHUCTEMY, HapylIaloUUuX WM
CO3JAIONIMX TNPEANOChUIKM K HapyIIEHUIO YCTAaHOBJICHHBIX TpeOOBaHUI 1O
oOecrieueHn 0 0€30MMaCHOCTH TIEPCOHATBHBIX JaHHBIX;

aHANMM3  3AIIUIICHHOCTH  WH(POPMAIMOHHBIX  CHUCTEM,  MPEATOJIararoIIuii
NPUMEHEHUE  CHCIUATM3UPOBAHHBIX  MPOTPAMMHBIX  CPEIACTB  (CKaHEpOB
0€30MMacHOCTH);

3amuTa nHOpPMAITUH TIPH €€ Tepeaade 1Mo KaHajaaM CBS3H;

WCITOJIb30BAaHUE CMapT-KapT, DJIEKTPOHHBIX 3aMKOB W JPYTUX HOCHUTENEH
uHbOpMAaIUU I HAJICKHOU UICHTU(DUKAIIMY U ayTeHTU(PUKALIUY TTOJIh30BaTENCH;
UCITI0JIb30BAHUE CPEJICTB AHTUBUPYCHOM 3aIUTHI;

[EHTPAIM30BAaHHOE YIMPABICHUE CUCTEMOM 3alUThl TEPCOHATIBHBIX JAHHBIX
UH(OPMAITMOHHONW CUCTEMBI.

2.5. [ToaxmtoueHue UHOOPMAITMOHHBIX CHUCTEM, 00pabaTbIBaIOLINX
rocyJapCcTBeHHble  HMH(OpPMAIMOHHBIE  pecypchl, K  HH(pOpMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIM CETSIM MEXIYHapOJHOTO HH(POPMAIIMOHHOTO OOMEHa
OCYILIECTBIISIETCA B COOTBETCTBUU ¢ YKa3oM IIpesumaenra Poccuiickonn deneparum
or 17 mapra 2008 r. N 351 "O mepax mo obOecnedeHHI0 HH(POPMALMOHHOU
oe3onacHoctu Poccuiickoil @enepanuyd Npu HCMOIB30BAHUM HH(GOPMALIMOHHO-
TEJIEKOMMYHHUKALIMOHHBIX CETe MEXIyHapoJHOTro HH(OpManuoHHOro obOMeHa"
(Cobpanue 3axkonogarensctBa Poccuiickoit @eneparuu, 2008, N 12, cr. 1110; N
43, c1.4919).

2.6. lns oGecriedeHus: 6€30MaCHOCTU MEPCOHANBHBIX JIAHHBIX MPU MOJIKIIOUYEHUN
WH(OPMAITMOHHBIX CHUCTEM K WH(OOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIM CETSIM
MEXIYHAPOJAHOTO  HMHPOPMAIIMOHHOTO  OOMEHa  (CeTaM  CBSI3M  OOIIETo
MOJIB30BaHMUS) C IIEIBI0 TMOJYyYCHHUsS OOIIEeNOCTYyITHOH HWH(pOpMaUu ITOMUMO
METOJIOB M CIOCOOOB, yKa3aHHBIX B MyHKTax 2.1 u 2.4 nacrosimero [lonoxenus,
MPUMEHSIOTCS CIIEAYIONIME OCHOBHBIE METOJBI M CIOCOOBI 3alUTHI WH(MOPMAITUU
OT HECAaHKITMOHUPOBAHHOTO JIOCTYTIA!

buabTpanys BXOIANUX (MCXOMSAIINX) CETEBBIX MAKETOB I10 MpaBUjIaM, 3aJaHHBIM
orepaTopoM (yIOTHOMOYEHHBIM JIUIIOM);

MEPUOINYCCKANA aHAIN3 OE30MaCHOCTH YCTAaHOBJICHHBIX MEXCETEBBIX dKPaHOB Ha
OCHOBE MMHTAIIMH BHEIIHUX aTak Ha HH()DOPMAIMOHHBIC CHCTEMBI;

aKTUBHBIA ayauT Oe30macHOCTH WH(GOPMAIMOHHONW CHCTEMBI Ha MPEaMET
OoOHapy)KECHHsSI B PEKUME PEaJbHOTO BPEMEHH HECAHKIIMOHUPOBAHHOW CETCBOM
aKTUBHOCTH;

aHAIN3 TPUHUMAEMON 10 WHOOPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIM — CETSIM
MEXIYHAPOJAHOTO  HWH(POPMAIIMOHHOTO OOMEHa  (CeTaM  CBSI3M  OOIIETo
M0JIb30BaHUs1 ) TH(GOPMAIIMH, B TOM YHCJIC HA HAJTMYUE KOMITBIOTEPHBIX BUPYCOB.
Jlist peanuzanuu yKa3aHHBIX METOJOB M CIIOCOOOB 3aIUTHl MHPOPMAIIMH MOTYT
MIPUMEHSTHCS MEXKCETEBBIC SKPAHbBI, CHCTEMbI 0OHAPYKEHHsI BTOP)KEHUMN, CPEACTBA



aHajau3a 3alIUIIEHHOCTH, CIEUUATU3UPOBAHHBIE KOMIUIEKCHI 3alllUThl M aHalu3a
3alUIIEHHOCTH UHPOPMAIIUH.

2.7. Hns obecriedeHusi 0€30MAaCHOCTH MEPCOHAIBHBIX JAHHBIX MPHU yIaJIE€HHOM
JOCTYyTIE K nH(OpMaIMOHHOM cUCTEME yepes uH(OpMaIMOHHO-
TEJICKOMMYHUKAIIMOHHYIO CETh MEXIYHApPOJHOTO HH(POPMAIIMOHHOTO OOMEHa
(ceTb cBsi3u OOIIErO MOJIb30BaHUS) IIOMUMO METOJIOB M CIOCOOOB, YKa3aHHBIX B
nyHkTax 2.1 u 2.4 nacrosiiero [lonoxxeHus, IPUMEHSIOTCS CIEAYIOIIUE OCHOBHBIE
METOJIbI ¥ CTIOCOOBI 3aIUTH HTHGOPMAIMH OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA:
MPOBEPKA MOJIMHHOCTH OTHPABUTENS (YAAIEHHOTO MOJIB30BaTENs) U 1IEJIOCTHOCTH
nepeaBacMbIX 1o nH(OPMAITMOHHO-TEJICKOMMYHUKAITUOHHOM ceTu
MEXTYHApOTHOTO WH(DOPMAITMOHHOTO 0OMEHa (CETH CBS3M OOIIEro MOTh30BAHMS)
JTAHHBIX;

yOpaBi€HHUE  JIOCTyIOM K  3allMIaéMbIM  [EPCOHAJIBHBIM  JIaHHBIM
UH(OPMAIMOHHON CETH;

UCII0JIb30BaHUE aTpUOyTOB O€30MACHOCTH.

2.8. lns oOecrieueHusi 0€30MACHOCTH TMEPCOHAIIBHBIX JAHHBIX MPU MEKCETEBOM
B3aMMOJICUCTBUM OTNIEIBHBIX MH(POPMAIIMOHHBIX CUCTEM Yepe3 MH(OpMAIMOHHO-
TEJICKOMMYHUKAIIMOHHYIO CETh MEXIYHAPOJHOTO HH(POPMAIIMOHHOTO OOMEHa
(ceTb cBsi3u OOIIErO MOJIb30BaHUS) IIOMUMO METOJIOB M CIIOCOOOB, YKa3aHHBIX B
nyHkTax 2.1 u 2.4 nactrosmero [lonoxxeHus:, IpUMEHSIOTCS CIEAYIOIINE OCHOBHBIE
METOJIbI U CLIOCOOBI 3alIUTH HH()OPMAIIMKY OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA:
CO3/IJaHHE€ KaHajla CBsI3U, 00ECIIEUNBAIOIIETO 3aIIUTY MepeaaBaeMoi HHPpOpMaIuu;
OCYILECTBJIICHUE ayTEHTU(PUKAIIMU  B3aUMOJICUCTBYIONIUX  WH()OPMAIIMOHHBIX
CUCTEM W MPOBEPKA MOJIMHHOCTH TOJIb30BATENICH U IIEJIOCTHOCTH MEpeIaBaeMbIX
JTAHHBIX.

2.9. Ins oOecrieyeHusi 0€30MACHOCTU MEPCOHAIBHBIX JAAHHBIX MPU MEKCETEBOM
B3aMMOJICUCTBUM OTIEIBHBIX WH(OPMAIMOHHBIX CHCTEM pa3HBIX ONEPaTOpPOB
yepe3  MHPOPMAIMOHHO-TEIEKOMMYHUKAITMOHHYIO  CE€Th  MEXKIYHApOIHOTO
uH(OPMAITMOHHOTO OOMEHa (CETh CBSA3M OOIIETO MOJIb30BAHUS) TOMUMO METOJIOB
U CIoco0OB, yKazaHHBIX B myHKTax 2.1 wm 2.4 Hacrosmero IlomoxeHus,
MPUMEHSIOTCS CIIEAYIONINE OCHOBHBIE METOBI M CIOCOOBI 3alUThI WH(MOPMAIUU
OT HECAaHKIIMOHUPOBAHHOTO JOCTYTA:

CO3/aHMe KaHaja CBsI3H, 00CCTICUNBAIONIETO 3aIIUTY MepeaaBaeMoi nH(OpMAaITNy;
ayTeHTU(DUKALMS B3aUMOJCHCTBYIOMIMX HH(OPMAIIMOHHBIX CHUCTEM M TPOBEpPKa
MOJTMHHOCTH TI0JIb30BaTeJIeH U 1IEJIOCTHOCTH TepeIaBaeMbIX JTAHHbIX;
obOecrieueHue MpeAOTBPAIICHUs BO3MOXKHOCTH OTPUIIAHUS TOJIb30BaTeneM (akTa
OTHPABKH MEPCOHAJIBHBIX JAHHBIX JIPYTOMY OJIb30BATEIIO;

obOecrieueHue MpeAOTBPAIICHUS BO3MOKHOCTH OTPHUIIAHUS TOJb30BaTeaeM (akrta
MOJTYYEHHUsI IEPCOHAIBHBIX JAHHBIX OT JPYTOro MOJIb30BaTesl.

2.10. O6meH TepCOHANBHBIMU JAHHBIMH TIPH X 00paboTke B MH(DOPMAITMOHHBIX
CHUCTEMaX OCYIIECTBIISICTCS TIO KaHAJaM CBSI3H, 3aIIUTa KOTOPBIX 00ECIIeUnBaCTCS
MyTeM peau3aliil  COOTBETCTBYIOIIUX OPTaHMU3AIMOHHBIX Mep U (Win)
MPUMEHEHUSI TEXHUYECKUX CPECTB.

2.11. Ionkmrouenne WHOOPMALMOHHONW CUCTEMBI K MH(POPMAIIMOHHON cucTeMe
Ipyroro Kijacca WId K HH(DOPMAIMOHHO-TEIIEKOMMYHUKAIIMOHHONW  CETH



MEXIYHApOTHOTO WH()OPMAITMOHHOTO 0OMEHa (CeTH CBsI3U OOIIETO MOJIb30BAHU)
OCYIIECTBIISIETCS] C UCTIOJIb30BAHUEM MEKCETEBBIX IKPAHOB.

2.12. IlporpammHOe oOecriedeHre CpeICTB 3alUThl HHPOPMALIUU, TIPUMEHIEMbIX
B UH(MOPMAIIMOHHBIX CHCTEMax | Kiacca, MPOXOAUT KOHTPOJIb OTCYTCTBHS
HEJICKJIAaPUPOBAHHBIX BO3MOKHOCTEH.

HeoOxoaumocTh MNpoOBeNEHUST KOHTPOJISI OTCYTCTBUSI — HEIEKIapUPOBAHHBIX
BO3MOXKHOCTEH MpPOrpaMMHOT0 OOECHedeHHs] CPEACTB 3allliThl HH(OpMaIuHu,
NPUMEHAEMbIX B WH(GOPMAIMOHHBIX CHUCTeMaxX 2 W 3 KIAcCOB, OMpPEACIsAeTCS
ornepaTtopoM (YIOITHOMOYEHHBIM JIULIOM).

2.13. B 3aBucuMOCTH OT OCOOCHHOCTEH OOpPaOOTKM MEPCOHAIBHBIX aHHBIX U
CTPYKTYpBhl MH(POPMAIIMOHHBIX CHCTEM MOTYT pa3pabaThIBaThCsl U MPUMEHSITHCS
JIpyrue METOJbl 3alluThl WH(GOPMAIMM OT HECAHKIIMOHWPOBAHHOTO JOCTYIIA,
o0OecrnieunBaroNIe HEUTpAIU3ALMIO YTPO3 0€30MaCHOCTH EPCOHATBHBIX JAHHBIX.
[II. Mertoasl U cnocoObl 3amUThl MH(POPMALMM OT YTEUKH IO TEXHUYECKUM
KaHaJlaM

3.1. 3ammTa peuyeBoil MHPoOpMaUU U HWHGOPMALMU, MPEACTABICHHOW B BHUJE
UHPOPMATUBHBIX  DJIGKTPUYECKUX  CUTHAJIOB M (PU3MYECKUX  IOJIEH,
OCYILIECTBIISIETCSl B CIyyasX, KOorjga INpU ONpPEIEICHUU YIrpo3 Oe30MacHOCTH
MEPCOHANIBHBIX JaHHBIX W (POPMUPOBAHUU MOJIETU YIPO3 MPUMEHHUTEIBHO K
UHPOPMALIMOHHOM ~ CHCTEME€  SIBJSIIOTCS  aKTyaJbHBIMU  yTpO3bl  YTEUKH
aKyCTUYECKON peueBoi MH(POpPMALMH, YIpO3bl YTEUYKHM BUAOBOM HHPOpMalUU H
yrpo3bl yTE€UKH HMHPOPMALMK IO KaHajdaM MOOOYHBIX 3IIEKTPOMAarHUTHBIX
U3JyYeHU U HABOJAOK, ONpPENENIEHHbIE Ha OCHOBE METOJUYECKHX JOKYMEHTOB,
YTBEPKJICHHBIX B COOTBETCTBUM ¢ MyHKTOM 2 IlocranoBnenus IIpaBurtensbcTBa
Poccuiickoit @enepanuu ot 17 HosiOpst 2007 . N 781.

3.2. Jlnga uWCKIIOYEHUs] YTEYKU TMEPCOHAIBHBIX JAHHBIX 3a CYET MMOOOYHBIX
JIEKTPOMATHUTHBIX M3TYyYECHUNW U HABOJOK B HH(DOPMAIMOHHBIX cHUCTemMax |
Kjlacca MOTYT MPHUMEHSTbCS CJENyIOIIMEe METOAbl U CIOCOOBI  3alUTh
uHbopMaIuu:

UCITIOJIb30BAaHUE TEXHUUYECKUX CPEACTB B 3aLUIIICHHOM HCIIOJIHEHUH;
UCIIOJIb30BaHUE CPEACTB 3alIUThl MH()OpPMALMM, MPOIIEAIINX B YCTaHOBICHHOM
NOPSJIKE MPOLEAYPY OLEHKH COOTBETCTBUS;

pa3MenieHue OOBEKTOB 3alllUThl B COOTBETCTBUM C TNPEINUCAHHEM Ha
HKCILTYaTalMIO;

pa3MelleHne MOHWKAIIMUX TPaHCHOPMATOPHBIX MOJACTAHIUN SJIEKTPONUTAHUS U
KOHTYpOB  3a3€MJICHMS TEXHUYECKUX CpPEICTB B Tpelerax oXpaHseMou
TEPPUTOPHH;

oOecrieueHune pa3Bs3Ky 1enel ANEKTPONUTAHUS TEXHUYECKUX CPEACTB € MOMOIIIbIO
3aIUTHBIX (PUIBTPOB, OJOKUPYIOMKX (TIOAABISIOMINX) HHPOPMATUBHBINA CUTHAI;
o0ecrieyeHre 3JeKTPOMAarHUTHON pa3BsI3KU MEXAY JUHUSMHU CBSI3U U JPYTHUMHU
LEIMSIMH BCIIOMOTaTEIbHBIX TEXHMYECKUX CPEJICTB M CHCTEM, BBIXOJALIMMHU 32
npenebl OXpaHsIeMol TepPUTOPUHU, U UH(OOPMALIMOHHBIMU LIETIIMU, MO KOTOPBIM
MUPKYJIUPYET 3amuinaeMas iHGOpMaIIusl.

3.3. B uHdopManMOHHBIX CHCTeMax 2 Kjacca Ausi 0o0paboTku HHPOpMAIIH
UCIIOJIB3YIOTCSL  CPEJICTBA  BBIYMCIIMTEIBHON  TEXHUKH,  YIOBJIETBOPSIOLIUE



TpeOOBaHUSAM HAIMOHATIBHBIX CTAHAAPTOB IO 3IEKTPOMArHUTHON COBMECTHUMOCTH,
no 0e30MacHOCTU M APrOHOMUYECKUM TPEeOOBAHMSIM K CPEICTBAM OTOOpPaKEHUS
uH(pOpMaIlMK, [0 CAaHUTAPHBIM HOPMaM, MPEAbSBISAEMbIM K BHJICOAUCIIEHHBIM
TEPMHUHAJIaM CPEJCTB BHIYUCIUTEIBHON TEXHUKH.

3.4. Ilpu npuMeHeHUN B MTHPOPMAIIMOHHBIX CUCTEMaX (PYHKIIMU IOJIOCOBOIO BBOJIA
NEPCOHAIBHBIX JIaHHBIX B MH(QOPMALlMOHHYIO CHCTEMY WM  (YHKUUHU
BOCIPOM3BEACHUS MHPOPMALMU aKyCTHUECKUMU CPEACTBAMU HH(DOPMAILIMOHHBIX
cucteM s WHGOPMAIMOHHON cHCTeMbl | Kiacca peamu3yroTcsi METOAbl |
CHOCOOBI 3aIIUTHI AKYCTUYECKOM (peueBoil) nHpopMaluu.

Metonsl W cHOCOOBI  3allMTBl  aKyCTHYECKOM  (pedeBoil) HHpopManuu
3aKJII0YAIOTCA B peaM3allii  OPraHU3alMOHHBIX M TEXHUYECKUX Mep IS
o0OecrieueHrs 3BYKOMU3OJSIUN OTPXKIAOMNUX KOHCTPYKIMH TOMEIIECHUH, B
KOTOPBIX pAacCMoJO)KeHa HH(MOpPMAlMOHHAS CHUCTEMA, UX CHUCTEM BEHTWISILIUU U
KOHJMIIMOHUPOBAHUSI, HE IO3BOJIIOLICH BECTH IPOCIYIINBAHUE aKyCTHYECKOU
(peueBoii) uH(pOpMaLUU MPU TOJIOCOBOM BBOJIE€ IE€PCOHAIBHBIX JAHHBIX B
UH(POPMALMOHHON CUCTEME MJIM BOCHPOM3BEACHUN MHPOPMAIMHN aKyCTUYECKUMU
CPEICTBAMH.

BennunHa 3ByKOM30JIALMM ONPENEISIETCS. OIIEPATOPOM HUCXOIs U3 XapaKTEPUCTUK
IOMEILEHHUS, €r0 pacHOJIOKEHUSI M OCOOEHHOCTEM 00pabOTKM IEepCOHATBHBIX
JaHHBIX B UH(POPMALIUOHHON CUCTEME.

3.5. Pa3melieHue ycTpOMCTB BbIBOAA HH(POPMALMH CPEACTB BBIYHCIUTEIBHOM
TEXHUKH, WH()OPMAMOHHO-BBIYMCIUTEIBHBIX KOMILIEKCOB, TEXHUYECKUX CPEJICTB
00paboTku rpaduyeckoi, BUuaeo- U 0yKBEeHHO-IU(POBOM HHPOPMALIMH, BXOASIIINX
B COCTaB MH(POPMALMOHHON CHUCTEMBbI, B TIOMEIICHHUSIX, B KOTOPBIX OHU
YCTaHOBJIEHbI, OCYIIECTBJISIETCS TaKUM 00pa3oM, 4TOObl OblIa HUCKIIOYEHA
BO3MOYKHOCTh TIPOCMOTpAa MOCTOPOHHHMMHU JIMLIAMU TEKCTOBOW M rpaduyeckoin
BUJIOBOM MHGOPMAIINH, COACPIKAIIEH epCOHATBHBIC TaHHBIE.

[Tpunoxxenue k [lonoxkeHuto 0 MeTogax M cHocodax 3amuThl MHPOPMaLUU B
UH(GOPMAILIMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX

METOJbl M CIIOCOBBI 3AIUTBI HWHO®OPMAIIMUK OT
HECAHKIIMOHUPOBAHHOI'O JOCTYHA B 3ABUCUMOCTH OT
KJIACCA HH®OPMAIIMOHHON CUCTEMBI

1. MeTo/ibl 1 c11OCOOBI 3aIIUTHI HHPOPMAIIMHK OT HECAHKIIMOHUPOBAHHOTO JJOCTYyTa
JUIst obecnieyeHusi O€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX B HMH(QOPMALMOHHBIX
cuctemMax 4 Kjacca U 1EIecCOOO0pa3HOCTh HUX TPUMEHEHHUS ONpeesstoTCs
ornepaTtopoM (YInoITHOMOYEHHBIM JIUIIOM).

2. Meroapl u cmocoObl 3alUThl MH(POPMALMM OT HECAHKIIMOHWPOBAHHOTO
Jnoctyna, oOecreyuBalolme (QyHKIUU YIpaBIEHUS JOCTYIIOM, PErUCTpalud U
ydera, o0ecrieueHus 1EIOCTHOCTH U O€30MacCHOTO MEKCETEBOIr0 B3aMMOCHCTBUS
JUIs UHQOPMALIMOHHBIX cHCTEM 3 Kilacca.

2.1. Ins wunOpManmoHHBIX CHUCTEM 3 Kjacca MpH OJHOIMOJIb30BATEIHLCKOM
pexxrMe 00pabOTKH MEePCOHATBHBIX JaHHBIX MPUMEHSIOTCS CIIEIYIOIINe OCHOBHbBIC
METOJIbI M CTIOCOOBI 3alIUTHI HH()OpMAIIHH:

a) ynpaBJ€HHUE JOCTYIIOM:



uaeHTUUKAINS U TIPOBEPKA MOTMHHOCTH TIOJIb30BATENSI TIPH BXOJE B CUCTEMY
MH(OPMAIMOHHOW CUCTEMBI MO MAPOJII0 YCIOBHO-TIOCTOSHHOTO JEHCTBUS JUTMHOU
HE MEHee MIeCTH OyKBEHHO-IIU(DPOBBIX CHMBOJIOB;

0) perucrpanys 1 y4er:

peructpaiys Bxojda (BBIXOJa) IOJI30BaTeNI B CHUCTeMY (M3 CHCTEMBI) JHOO
perucTpanusi 3arpy3kd W HHULIUAAIU3ALMA  ONEPAlMOHHOW CHCTEMbl U €€
MPOrpaMMHOT0 OCTaHOBAa. Perucrpanvs BbIXOJla M3 CUCTEMBbI WM OCTaHOBAa HE
MPOBOJUTCS B MOMEHTHI aNNapaTypHOro OTKIIOYCHHS HWHGOPMAIMOHHON
CUCTEMBI. B mapamerpax perucTpaliu yKa3bIBaIOTCA JaTa M BpeMs BXOJa
(BbIXOJIa) MOJL30BATENsl B CHUCTEMY (M3 CHCTEMBI) WM 3arpy3kd (OCTaHOBA)
CUCTEMBI,

y4eT BCEX 3allUIAeMbIX HOCUTENEeH MHPOPMAIIU C TTIOMOIIBI0 UX MAapPKUPOBKU U
3aHECCHME YUCTHBIX JAHHBIX B )KypHAI YUETa;

B) oOecreueHre 1eJIOCTHOCTH:

oOecrieyeHUE  IEMOCTHOCTU  TMPOTPAMMHBIX  CPEACTB  CHUCTEMBbI  3alllUThI
MEPCOHANILHBIX JaHHBIX, 00pabaTeiBacMoi MH(MOpPMAIUKU, a TaKKE HEU3MEHHOCTh
nporpamMmMHOM  cpeabl. [Ipuw  9TOM  IEIOCTHOCTH MPOTPAMMHBIX  CPEJCTB
MPOBEPSETCS MPU 3arpy3ke CHUCTEMbl IO HAIMYUI0O UMEH (UIEHTU(DUKATOPOB)
KOMIIOHEHTOB ~ CHUCTEMBbI  3alllUThl  MEPCOHAIBHBIX  JaHHBIX, IEJIOCTHOCTh
IPOrpaMMHOM cpesibl 00ecreuynBaeTcs OTCYTCTBUEM B MH(POPMAITMOHHON cucTeMe
CPEICTB pa3pabOTKU U OTIAJKH MPOTPaMM;

dbuznyeckas oxpaHa HWHOOPMALMOHHOW CHUCTEMbI (TEXHUYECKHX CPEACTB U
HOCHTENIeH HHPOPMAIIUN), TPETYCMaTPUBAIOIIAs KOHTPOJIb JOCTYyTa B MTOMEIICHUS
WH()OPMAITMOHHOW CHUCTEMBbI IOCTOPOHHUX JIUII, HATMIUE HAJICKHBIX MPETATCTBUM
JUTS HECAaHKIIMOHUPOBAHHOTO TIPOHUKHOBEHHUS B IOMEIICHUS WHOOPMAIMOHHON
CHUCTEMBI M XPAHWJIUIIE HOCUTENIeH HH(OpMAaITny;

MEePUOJINYECKOE TECTUPOBAHUE (PYHKIIUH CHUCTEMBbl 3allUThl TMEPCOHATBHBIX
JAHHBIX ~ TPU  W3MEHEHWM  TPOrpaMMHOM  cpeabl W TOJIb30BaTelen
WHOOPMAITMOHHOW CHCTEMBbI C TIOMOIIBIO TECT-IPOrpaMM, HUMHUTHUPYIOIINX
MOTBITKM HECAHKITMOHUPOBAHHOTO JIOCTYTIA;

HAJIMYME CPEJCTB BOCCTAHOBIICHUS CHUCTEMBI 3alIUThl MEPCOHATBHBIX IaHHBIX,
MIPEIyCMaTPUBAIOIINX BEJICHHUE ABYX KOMUMN MPOTPAMMHBIX KOMIIOHEHTOB CPECTB
3alUThl  WH(OpMAIMK, WX T[EePUOJAMYECKOe OOHOBJICHHE U KOHTPOJIb
paboTOCTIOCOOHOCTH.

2.2. JIns uHPOpMAMOHHBIX CHCTEM 3 KJjacca IpPU MHOTOIMOJIb30BATEIBCKOM
pexumMe 00pabOTKM TEPCOHATBHBIX JAHHBIX W PAaBHBIX IMPaBax JOCTyMa K HUM
M0JIb30BaTENICH MPUMEHSIOTCS CIIEAYIONINE OCHOBHBIC METO/IBI M CTIOCOOBI 3aIITUTHI
uH(popMaIuu:

a) YIpaBJICHUE JOCTYIIOM:

ueHTUUKAIINS U TTPOBEPKA MOJUTMHHOCTH TIOJIb30BATENSI TIPH BXOJE B CUCTEMY
o uaeHTuduKaTopy (Koay) M Mapoio YCIOBHO-TIOCTOSTHHOTO JIEUCTBHS JITMHOU
HE MEHee MIeCTH OyKBEHHO-ITU(POBBIX CHMBOJIOB;

0) peructpanus u y4er:

peructpanus Bxoja (BBIXOJA) MOJB30BATENSl B CHUCTEMY (M3 CHCTEMBI) JHOO
perucTpanus 3arpy3kd W WHUIMATIN3AllMd  ONEPAIlMOHHOW CHUCTEMBI U €€



MPOTrPAaMMHOTO OCTaHOBA. Perumcrparivs BBIXOJa M3 CHUCTEMBI WM OCTAaHOBAa HE
INPOBOJUTCA B MOMEHTHI anmaparypHoro OTKIIOYEHHs HHGOPMAIMOHHON
cucTteMbl. B mapamerpax perucTpaluu yKas3blBalOTCA Jara M BpeMs BXOJa
(BbIXOJIa) TMOJIb30BaTEIsl B CHUCTEMY (M3 CHCTEMBI) WM 3arpy3kd (OCTaHOBA)
CUCTEMBI, PE3YJIbTAT MOMBITKY BX0/1a (yCHEIIHAas UM HEYCIelIHas );

y4eT BCEX 3allMIIAEMbIX HOCUTENEeH MH(POPMAIIMU C TOMOUIBI0 UX MapKUPOBKU U
3aHECEHHE YUCTHBIX JAHHBIX B )KypHaI yUeTa;

B) o0ecrnedyeHue 1eI0CTHOCTH:

oOecrieueHHUE  IEIOCTHOCTH  TPOTPAMMHBIX  CPEJACTB  CHCTEMBI  3aIllUTHI
MIEPCOHANILHBIX JaHHBIX, 0OpabaTeiBacMO WH(OpPMAIUHU, a TaKKE HEHM3MEHHOCTh
nporpaMmMHOM  cpeapl. Ilpuw  3TOM  IIEIOCTHOCTH MPOTPAMMHBIX — CPEIICTB
MPOBEPSCTCS TPU 3arpy3ke CHCTEMBl M0 HAIMYHI0O WMEH (UICHTHU(DUKATOPOB)
KOMITOHEHTOB CHCTEMBI 3aIllUThl TEPCOHATBHBIX JaHHBIX, a IIEJIOCTHOCTh
IPOrpaMMHOM cpesibl 00eCIeYuBaeTCsa OTCYTCTBUEM B MH(DOPMAITMOHHOW CUCTEME
CPEIICTB pa3pabOTKH U OTJIAJIKK MPOrpaMM BO BpeMsi 00pabOTKHU U (W) XpaHEHUS
3aIu@aeMoi nHpopMaIuy;

busnueckass oxpaHa WHGOPMAIIMOHHONM CHUCTEMbl (YCTPOWCTB UM HOCHUTENEH
uHdopmaIuu), MpeaycCMaTpUBaOIIasi KOHTPOJb JOCTyna B  IOMEIICHUS
UH(OPMAITMOHHON CUCTEMbI TOCTOPOHHUX JIUII, HAIMYUE HAJIEKHBIX MPENATCTBUMI
JUIST HECAaHKIIMOHWPOBAHHOTO TPOHMKHOBEHHUS B IMOMENICHUS WH(OpMAIMOHHON
CHUCTEMBI M XPAHWIIUIIE HOCUTENIeH HH(OpMAITIH;

MEPUOINIECKOE TECTUPOBAaHWE (PYHKIIMH CHCTEMBI 3allUThl TEPCOHATBHBIX
JAaHHBIX  TPU  W3MEHEHWH  TPOTPAMMHOM  Cpeabl W TIOJb30BaTelIeh
WHOOPMAITMOHHOW CHCTEMBI C TIOMOIIBIO TECT-TIPOTPaMM, HMHUTHPYIOIIHX
MOTIBITKM HECAHKITMOHUPOBAHHOTO JTOCTYTIA;

HaJMYHUE CPEACTB BOCCTAHOBIICHUS CHUCTEMBI 3aIlUThl MEPCOHATBHBIX JTaHHBIX,
MIPEeIyCMaTPUBAIOIINX BEJICHHUE ABYX KOMUMN MPOTPAMMHBIX KOMIIOHEHTOB CPECTB
3Tl  WH(OpMANMK, WX T[EePUOJAMYECKOe OOHOBJIECHHE U KOHTPOJb
PaboTOCTIOCOOHOCTH.

2.3. Jlng wuHpOpMAIMOHHBIX CHCTEM 3 Kjacca IPH MHOTOIOJIh30BaTEIIHCKOM
pexkrume 00pabOTKU TEPCOHANBHBIX JAHHBIX M Pa3HbIX MpaBax JOCTYyNa K HUM
M0JIB30BATEJICH MPUMEHSIIOTCS CIIEIYIOIINE OCHOBHBIE METObI U CTIOCOOBI 3aIUThHI
uHbopMaIuu:

a) YIpaBJICHUE TOCTYIIOM:

UACHTU(UKAIIMSA W TIPOBEPKA IMOUTMHHOCTH TOJI30BATEINSI MPH BXOJE B CHCTEMY
10 TIAPOJII0 YCIIOBHO-TIOCTOSIHHOTO JICKCTBUSI JNIMHHOM HE MEHEe 1IeCTH OYKBEHHO-
M(POBBIX CUMBOJIOB;

0) perucrpanus 1 y4er:

perucTpanus Bxoja (BbIXOJla) MOJb30BATENsl B CHUCTEMY (M3 CHCTEMbI) JUOO
perucTpanus 3arpy3kd W WHUIUATU3AlUA  ONEPAIMOHHOW CHUCTEMBl U €€
MPOTrPaMMHOTO OCTaHOBA. Perucrpaiiis BbIXOJa M3 CHUCTEMBI WM OCTAaHOBAa HE
MPOBOJUTCS B MOMEHTHI aNmaparypHOro OTKIIOYECHHS HWHGOPMAIIMOHHON
CUCTEeMBI. B mapamerpax perucTpaliu yKa3bIBalOTCA Jara M BpeMs BXOJa
(BbIXOJ1a) MOJIb30BATENsl B CUCTEMY (M3 CHCTEMBI) WU 3arpy3ku (OCTaHOBA)
CUCTEMBI, pe3yJdbTaT TMOMBITKA BXxoda (yCHemHas WIA  HEYCIeNIHas),



unaeHTuGukatop (kom wiau GaMuius) TOJb30BATeNsl, MPEAbSIBICHHBIA TPHU
MOTMBITKE JIOCTYTIA;

y4eT BCEX 3alMIIAEMbIX HOCUTENEeH MH(POpPMAIIMU C TOMOUIBI0 UX MAapKUPOBKU U
3aHECEHHE YUETHBIX JAHHBIX B )KypHaJI y4eTa ¢ OTMETKON 00 UX Bblaue (mpueme);
B) o0OecrieueHune 1eI0CTHOCTH:

oOecrieyeHUEe  IENOCTHOCTU  MPOrPAMMHBIX  CPEACTB  CHUCTEMBI  3alllUThI
NEPCOHANIbHBIX JaHHBIX, 00pabaTeiBacMOi MH(MOpMAIUK, a TaKKe HEHM3MEHHOCTh
nporpaMmMHOM  cpefpl. IIpy  3TOM  IEIOCTHOCTH MNPOrPaMMHBIX — CPEICTB
IPOBEPSAETCS MPH 3arpy3Ke CUCTEMBI MO KOHTPOJIBHBIM CyMMaM KOMIIOHEHTOB
CPEICTB  3alllUThl HMHPOPMALMH, a IEJIOCTHOCTh IPOTPAMMHOM  CpEJbI
00ecreurnBaeTCs UCIOJIb30BAHUEM TPAHCISATOPOB C S3BIKOB BBICOKOTO YPOBHS H
OTCYTCTBHEM CPEACTB MOAM(PHUKAIUU OOBEKTHOTO KOJa MpOrpaMM B IPOILECcCe
00paboOTKH U (MJIM) XpaHEHUS 3aluIiaeMoil HHPOpMaluu;

busnueckass oxpaHa WHGOPMAIIMOHHONW CHUCTEMbl (YCTPOWCTB UM HOCHUTENEH
uHdopMaIuu), MpeayCMaTpUBaOIIasi KOHTPOJb JOCTyHna B  IOMEIICHUS
WH(OPMAITMOHHOW CUCTEMbI TIOCTOPOHHUX JIUII, HAIMYUE HAJICKHBIX TPETSITCTBUI
JUISl HECAaHKIITMOHUPOBAHHOT O NMPOHUKHOBEHUSI B TIOMEIIECHUS] WHOOPMAIMOHHON
CUCTEMBI U XpaHWIIUIIE HOCUTENeH nHpOpMaIny;

NEPUOJIMYECKOE TECTUPOBAaHUE (PYHKIUH CHCTEMBbl 3alUThl MEPCOHATBHBIX
JAHHBIX  TPU  HU3MEHEHUU  MPOrPAMMHON  Cpelbl W  IO0JIb30BATENIEH
MH(MOPMAIITMOHHON CHUCTEMBI € TIOMOIIBID TECT-TIPOTPAMM, HMHUTHUPYIOIINX
MOMNBITKM HECAHKIIMOHUPOBAHHOTO JJOCTYIIA;

HaJIM4ME CPEACTB BOCCTAHOBJIEHUS CHUCTEMBbI 3alIUThl MEPCOHAJIBHBIX JaHHBIX,
pe1yCMaTPUBAIOIINX BEICHHUE JIBYX KON MPOrpaMMHBIX KOMIIOHEHT CPEJICTB
3Tl MH(OpMALMU, HX [EPUOANYECKOE OOHOBJIEHHWE M  KOHTPOJb
paboTOCTIOCOOHOCTH.

2.4. be3omnacHoe MEXKCETEBOE B3aMMOJICUCTBHE ISl MHPOPMAIMOHHBIX CUCTEM 3
KJlacca TpH HMX TOAKIIOYEHUH K CEeTSAM MEXKIyHApOJAHOTO0 HUH(OPMAIMOHHOTO
oOMeHa, a TaKXke JJi paclpeesieHHbIX NH(GOPMAIIMOHHBIX CUCTEM 3 Kilacca Mpu
UX pa3[eleHUM Ha TMOACUCTEMbl JOCTUTAETCS IyTEM MPUMEHEHHS CPEACTB
MEKCETEBOI'0 HIKPAaHUPOBAHUSI (MEKCETEBBIX IKPAHOB), KOTOpPBIE 00ECIIEUNBAIOT:
GuIbTpalMI0O HAa CETEBOM YPOBHE JUIsI KaXXJOTO CETEBOTO IaKeTa HE3aBUCUMO
(pemienue o GUIBTPAIUK MPUHUMAETCS HA OCHOBE CETEBBIX aJPeCOB OTIIPABUTES
Y TI0JTy4YaTesisi U Ha OCHOBE JPYTUX SKBUBAJIECHTHBIX aTpUOyTOB);
UJCHTU(DUKALIMIO U ayTEHTU(DUKALIMIO aIMUHUCTPATOpPa MEKCETEBOr0 dKpaHa Mpu
€ro JIOKaJbHBIX 3alpocax Ha JOCTyn Mo uJeHTHU(UKATOpy (KOAYy) W TapoJIIo
YCIIOBHO-TIOCTOSIHHOTO JICHCTBHS;

perucTpanrio Bxojaa (BbIX0/1a) afIMUHUCTPATOPA MEKCETEBOrO dKpaHa B CHCTEMY
(U3 cucTeMbl) JUOO 3arpy3Kd M WHUIMAIM3ALUKM CUCTEMbl U €€ MPOrpaMMHOTO
OoCcTaHOBa (perucTpamusi BbIXOJA M3 CUCTEMbl HE TMPOBOJUTCS B MOMEHTHI
anmnapaTypHOro OTKIIOUEHHS MEXKCETEBOr0 IKpPaHa);

KOHTPOJIb IIEJIOCTHOCTH CBOEH MPOrpaMMHON U MH(OPMAITMOHHON YacTH;
(GUIBTpAIMIO TTAKETOB CIY)KEOHBIX MPOTOKOJIOB, CIYKAIIUX I JTUATHOCTUKHU H
yIpaBJICHHs pa0OTON CETEBBIX YCTPONCTB;



BOCCTAHOBJICHHE CBOMCTB MEXKCETEBOIO HSKpaHa TMmocjie cO0eB M OTKa30B
000opy10BaHUS;

perJaMeHTHOE TECTUPOBAHME pealu3alluy MpaBuil  (QUIbTpalMy, Hpolecca
UACHTU(UKAIMM UM ayTEHTU(UKALNUKA aJIMUHUCTPATOpa MEXKCETEBOIO 3KpaHa,
Ipolecca pEerucTpaluyd JEUCTBUM  aJAMUHHUCTPATOpPa MEXCETEBOIO HKpaHa,
npouecca KOHTPOJIS 332 LEJIOCTHOCTBIO MPOrpaMMHON M MH(GOPMAIMOHHOMN 4YacTH,
IIPOLIETyPbl BOCCTaHOBJICHHSI.

MexceTeBble 3KpaHbl, KOTOPbIE OOECIEYMBAIOT BBIOJTHEHUE YKA3aHHBIX BBIILIE
GYyHKIUI, TPUMEHSIOTCS B pacHpe/IeIeHHbIX HH(POPMAIIMOHHBIX cucTeMax 2 u 1
KJIACCOB IIPU MX Pa3JeJICHUH Ha OTAEIIbHBIC YACTH.

[Tpu paznenennn HHGOPMALMOHHONW CUCTEMBI TIPU TIOMOIIM MEXCETEBBIX HKPAHOB
Ha OTHEJIbHBIE YacTH CHCTEMBbl I YKa3aHHBIX YaCTed CHUCTEMBI MOKET
yCTaHaBIMBATbCA OOJie€ HU3KUW KJIacc, 4eM JUisi MH()OPMALMOHHOW CUCTEMBI B
LIEJIOM.

3. Metoasl M cnocoObl 3amMThl MHQOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO
noctyna, oOecneunBaromiie (YHKUIMU YIpPaBiICHUS JOCTYIOM, PErUCTpalud U
yudeTra, 00ecnedeHus LeJOCTHOCTU U 0€30IaCHOI0 MEKCETEBOr0 B3aMMOJIEUCTBUS
JUIsl UHQOPMALIMOHHBIX CUCTEM 2 KJlacca.

3.1. Jlns wmHpOpMalMOHHBIX CHCTEM 2 Kjacca IpU OJHOIOJIb30BATEIBCKOM
pexrmMe 00pabOTKU MEPCOHAIBHBIX TPUMEHSIFOTCS] BCE METO/bI U CLIOCOOBI 3aIIUTHI
uH(poOpMalMu  OT  HECAHKIIMOHMPOBAHHOTO  JOCTyHa, COOTBETCTBYIOLIUE
MH()OPMAIIMOHHBIM CHCTEMaM 3 Kjlacca MpU OJHOIOIb30BATEIBCKOM PEXKUME
00paboTKH.

3.2. JIns wuHOpMAnMOHHBIX CHCTEM 2 KJacca MpU MHOrOMNOJb30BaTEIbCKOM
pexxrme 00pabOTKM MEPCOHAIBHBIX JAHHBIX W PABHBIX IMpaBaxX JIOCTyNa K HUM
MOJIb30BATENEH MPUMEHSIOTCSI BCE METObI U CIOCOOBI 3alUThl MH(OPMAIUU OT
HECaHKIIMOHUPOBAHHOIO  JOCTYyNa,  COOTBETCTBYIOIIHWE  HH(GOPMALMOHHBIM
cucteMaMm 3 Kjlacca TIPd  MHOTONOJb30BATEIIbCKOM — pexume o0paboTKu
NIEPCOHAIIBHBIX JAHHBIX U PABHBIX IIPaBax JOCTYyNa K HUM I0JIb30BaTEIIEH.

3.3. Jlna wmHpOpMaMOHHBIX CHCTeM 2 Kjacca MPH MHOTOIOJIB30BaTEIbCKOM
pexxruMe OOpaOOTKH IMEPCOHATIbHBIX JaHHBIX W Pa3HbIX MpaBax JOCTyHma K HUM
M0JIb30BaTENIeH peannu3yroTcs BCE METOJAbI M CHOCOObI 3alMThl MH(POPMALUK OT
HECaHKIIMOHUPOBAHHOTO  JOCTyMa, COOTBETCTBYIOIIME  HH(OPMALMOHHBIM
cuctemMaM 3 Kjacca TMPU  MHOTOMOJB30BATEIBCKOM PEXKHUME 00pabOTKH
MEPCOHANIBHBIX JJAHHBIX U Pa3HbIX MpaBax JOCTYyMa K HUM MO0JIb30BaTelEH.

3.4. bezonacHoe MeKCeTeBOe B3aMMOJEHCTBUE ISl MH(POPMAIMOHHBIX CHCTEM 2
Kjlacca MpU HMX MOAKIIOYEHUH K CETAM MEXKIyHapOIHOTO HH(POPMAIIMOHHOTO
OoOMEHa JIOCTUTaeTCsl MyTeM MPUMEHEHHUs CPEJICTB MEXKCETEBOr0 SKpaHUPOBAHUS,
KOTOpbI€ 00€CIEeYnBAIOT:

GuiIbTpaIMI0 HAa CETEBOM YPOBHE HE3aBUCHUMO JUISI Ka)XJOrO CETEBOTO Iakera
(pemieHue o GpUIbTPALMKM IPUHUMAETCS HA OCHOBE CETEBBIX aJPECOB OTIPABUTENS
U TIOJTy4aTesisi WM Ha OCHOBE JIPYTUX SKBUBAJICHTHBIX aTpUOYyTOB);

GuIbTPALMIO TAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIY)KALIUX Ui TUATHOCTHKU U
yIpaBJICHHs pa0OTON CETEBBIX YCTPONCTB;



GuIbTpAIMI0O C YYEeTOM BXOJHOTO M BBIXOJHOTO CETeBOro HHTepdeiica Kak
CpeJICTBa MPOBEPKHU MOJAJIUHHOCTH CETEBBIX aJPECOB;

GUIBTpALMIO C YYETOM JIFOOBIX 3HAYMMBIX TOJIEH CETEBbIX MMAKETOB;

perucTpanuio M ydeT (UIbTPYyeMbIX NaKeTOB (B MapaMeTphbl PErucTpaluu
BKJIIOYAIOTCS aJ[pec, BpEMs U Pe3yJIbTaT (PUIIbTPAIUK);

UJCHTU(DUKAIIMIO U ayTeHTU(DUKAIIMIO a]MUHUACTPATOPA MEKCETEBOI0 AKpaHa Mpu
€ro JIOKAJIbHBIX 3ampocax Ha JOCTyN MO HACHTHU(PUKATOPY (KOAY) M MapoJito
YCJIOBHO-TIOCTOSIHHOTO JEHUCTBUS,

perucTpanuio Bxoja (BbIX0Ja) aAMUHUCTPATOPA MEKCETEBOTO IKpaHa B CHUCTEMY
(13 cucteMbl) MO0 3arpy3Kd M WHUIMAIU3AINN CUCTEMBl U €€ MPOrPaMMHOIO
OoCTaHOBa (perucTpamus BBIXOJAa W3 CHUCTEMbI HE TMPOBOJUTCSI B MOMEHTHI
anmapaTypHOTo OTKIIOYSHHS MEKCETEBOTO SKPaHa);

PETUCTPALINIO 3aITyCcKa MPOrpaMM U TPOIECCOB (3aaaHmi, 3a/1a4);

KOHTPOJIb IIEJIOCTHOCTH CBOEH MPOrpaMMHON U MH(GOPMAIITMOHHON YacTH;
BOCCTAHOBJICHHE CBOMCTB MEXCETEBOIO JKpaHa Iociae cOOEB U OTKa30B
000py10BaHUS;

periiaMeHTHOE TECTUPOBAHHME pealu3allid MpaBuWil (QuiIbTpaluu, IMpolecca
perucTpanuu, mnporecca HUASHTU(DUKAIMU U ayTeHTU(HUKAIMK aJIMHUHHCTPATOPA
MEXCETEBOI0 dKpaHa, IMpollecca PETUCTpaluu JACHCTBUH  aJMUHUCTpaTOpa
MEXKCETEBOI'0 JKpaHa, Ipoliecca KOHTPOJS 3a LEIOCTHOCTBIO MPOrpaMMHON U
uH(GOPMAIIMOHHON YaCTH, MPOIIETyPbl BOCCTAHOBIICHUSI.

4. Metonbl M cmocoObl 3amuUThl WHGOPMAIMU OT HECAHKIMOHUPOBAHHOTO
noctyma, oOecreynBaronve (GyHKIWMW YIPaBICHUS IOCTYIIOM, PErHCTpaIlidl U
ydeTa, 00eCreueHns eJIOCTHOCTH U 0€30MacHOT0 MEKCETEBOTO B3aWMOICHCTBUS
JUTsl ”HPOPMAILIMOHHBIX cucTeM | knacca.

4.1. Jlns wuHPOpMAIIMOHHBIX CUCTeM | Kjlacca MpU OJIHOMOJIB30BATEIHCKOM
pexxrMe 00pabOTKHU MEePCOHAIBHBIX JAaHHBIX MPUMEHSIOTCS CIEAYIOIINE OCHOBHbBIE
METO/Ibl M CIIOCOOBI 3aIUTHI HH(OPMAITIH:

a) yIpaBJeHHUE TOCTYTIOM:

ujeHTUGUKAIMS U TIPOBEPKA MOJUIMHHOCTU TIOJIb30BATEINS TIPU BXOJE B CUCTEMY
[0 MApOJII0 YCIOBHO-TIOCTOSIHHOTO JACUCTBUS JUIMHOM HE MEHee MIeCTH OyKBEHHO-
U (PPOBBIX CHMBOJIOB;

0) peructpaus u yJer:

perucTpanus Bxoja (BbIXOJla) MOJb30BaTENsl B CUCTEMY (U3 CHCTEMbI) JHMOO
peructpanmsi 3arpy3kd W UHUIMAIW3AIANA  OTEPAIMOHHON CHCTEMBI H €€
IPOrpaMMHOTO OCTaHOBA. PerucTpanus BbIXOAAa U3 CHUCTEMBl HJIM OCTaHOBA HE
MPOBOJUTCS B MOMEHTHI aNmnaparypHOro OTKIIOYCHHS HWHGOPMAIMOHHON
cucTeMbl. B mapameTpax perucTpany yKa3bIBAlOTCA JlaTa W BpeMs BXoJa
(BbIXOJIa) TMOJIb30BATEIsl B CHUCTEMY (M3 CHCTEMBI) WM 3arpy3ku (OCTaHOBA)
CUCTEMBI, PE3YJIbTAT MOMBITKY BX0/1a (yCTICIIHAS UM HEYCTICIIIHAS );

perucTpainus BbIIaYM TEeYaTHBIX (Tpaduuecknx) TOKYMEHTOB Ha OyMasKHBIN
HOCHUTENb. B mapamerpax perucTpaiuu yKas3bIBalOTCS JaTa M BpeMsl BblAauu
(oOpamienus K TOJCHUCTEME BBIBOJA), KpaTKOE COJAEpKaHUE JTOKyMEHTa
(HauMeHOBaHUE, BUJ, KOJ), CIeIM(PHUKAIISI YCTPOICTBA BbAAUN (JJOTHYECKOE MM
(HOMEp) BHEUIHETO YCTPOMCTBA);



yUeT BCEX 3alllMIIaeMbIX HOCHTENEH MHPOpPMAIMK ¢ TOMOIIbIO UX MAapKUPOBKHU H
3aHECEHHE YUCTHBIX JAHHBIX B )KypHaI yUeTa;

TyOIUPYIOIMIUNA yUeT 3allMIlaeMblX HOCUTENeH HHPOpMALINH;

ounucTKa (0OHYJIeHHE, 00€3IMYMBAHUE) OCBOOOXKIAaeMbIX 00JIacTe OIepaTUBHOMN
naMaTu UH(POPMAIMOHHOM CUCTEMBI M BHEITHUX HOCUTENEH HH(pOpMalnu;

B) o0OecrieueHune 1eI0CTHOCTH:

oOecrieyeHUEe  IENOCTHOCTU  MPOrPAMMHBIX  CPEACTB  CHUCTEMBI  3alllUThI
MEPCOHANBHBIX JaHHBIX, 00pabaTbiBaeMoil MHGOpPMAIUH, a TaKK€ HEU3MEHHOCTh
nporpaMMHOM  cpenbl. Ilpu  3TOM  [ENTOCTHOCTH MPOTPAMMHBIX — CPEICTB
IpOBEPSIETCSl MPHU 3arpy3Ke CHUCTEMBI MO0 HATUYUIO MUMEH (MACHTH(PHUKATOPOB)
KOMIIOHEHTOB CPEJCTB 3allUThl WHGOpPMAIMH, a LEJOCTHOCTh MPOTrPAMMHOMN
cpensl oOecreynuBaeTcs OTCYTCTBHEM B HWH(GOPMAIMOHHON CHCTEME CpEICTB
pa3pabOTKHU U OTIAJKU IPOrPAMM;

¢uznyeckas oxpaHa TEXHHUUECKUX CPEICTB MHPOPMALMOHHBIX CUCTEM (YCTPOMCTB
U HocuTesnel uH(opmaluu), NpeIycMaTpuBarolas NOCTOSHHOE HaJIUunue OXpaHbl
TEPPUTOPUH U 31AHUS;

NEPUOANYECKOE TECTUPOBAaHUE (YHKIUN CUCTEMBl 3alllUThl MEPCOHAIBHBIX
JaHHBIX  NPU  M3MEHEHUM  MPOrpaMMHOM  Cpedpl W TOJb30BaTelel
UHPOPMAIIMOHHOM CHUCTEMBI C TIOMOILUBIO TECT-IPOrpaMM, HMUTHPYIOLINX
HOMBITKA HECAHKIITMOHUPOBAHHOT'O I0CTYIIA;

HAJIMYUE CPEACTB BOCCTAHOBJICHHSI CHCTEMBI 3aIlIUTHl TMEPCOHANBHBIX JAaHHBIX,
peIyCMaTPUBAIONINX BEACHHUE JBYX KOMHUI MPOrPaMMHBIX KOMIIOHEHTOB CPEJCTB
3alMThl  WMH(OpMaNMU, HX [EPUOAMYECKOE OOHOBJIEHUE M  KOHTPOJb
paboTOCTIOCOOHOCTH.

4.2. Jlna wHQOpPMAIMOHHBIX CHUCTEeM | Kiacca MpPH MHOTOMOJIh30BATEIBCKOM
pexxuMe 00paOOTKH TMEPCOHANBHBIX JAHHBIX M PaBHBIX IMpaBaxX JOCTYNa K HUM
M0JIb30BaTENIeH MPUMEHSIOTCS CIIEAYIOIINE OCHOBHBIE METO/IbI M CLIOCOOBI 3aIIUThI
uHbopMaIuu:

a) yIpaBJeHHUE TOCTYTIOM:

UACHTU(UKALMS U MPOBEPKa MOJJIMHHOCTU MOJIb30BaTENs NPU BXOJE B CUCTEMY
o uAeHTu(dUKaTopy (KOay) M Mapor0 YCIOBHO-TIOCTOSIHHOIO JEWCTBUS JJIMHOU
HE MEHee MIeCTH OyKBEHHO-ITU(DPOBBIX CHMBOJIOB;

UACHTU(UKAIMS TEXHUYECKHX CPEICTB MH(POPMAIMOHHBIX CHUCTEM M KaHAJOB
CBSI3W, BHEIIHUX YCTPOWCTB HH(DOPMAIMOHHBIX CHUCTEM IO HX JIOTHYCCKUM
aapecaMm (HOMepam);

uAeHTUUKALUS TPOrpaMM, TOMOB, KaTaloros, (ailios, 3amnucei, moyueu 3anucei
10 UMEHaM;

0) perucrpanus 1 y4er:

perucTpanus Bxoja (BbIXOJla) MOJb30BATENsl B CHUCTEMY (M3 CHCTEMbI) JUOO
perucTpanus 3arpy3kd U HMHHUIHAIW3ALWN  ONEpPAlMOHHON CHCTEMbI M €€
IpPOrpaMMHOT0 OCTaHOBAa. Perucrpanus BbIXOAAa U3 CUCTEMbl MJIM OCTaHOBA HE
OPOBOAUTCA B MOMEHTHI amlmapaTypHOro OTKJIIOYEHHsS HH(POPMALMOHHON
cucteMbl. B mapameTpax perucTpanuu yKa3bIBalOTCS JaTa U BpeMs BXoJa
(BbIXOJ1a) MOJIb30BATENsl B CUCTEMY (M3 CHCTEMBI) WM 3arpy3ku (OCTaHOBA)
CHUCTEMbI, pe3yJbTaT TMONBITKM BXoAa (yCHmemHas WM  HEYCHEIlIHas),



unaeHTuGukatop (kom wiau GaMuius) TOJb30BATeNsl, MPEAbSIBICHHBIA TPHU
MOTMBITKE JIOCTYTIA;

perucTpanusi BbIIAYM TE4YaTHBIX (Tpaduueckux) TOKYMEHTOB Ha OyMakKHBIN
HOcUTENb. B mapamerpax perucTpaii YKa3bIBAalOTCS JaTa U BpeMsl BbIIAYU
(oOpaimeHust K TOACHCTEME BBbIBOJA), cHenudUKanus yCTPOHUCTBA BbIJAYH
(Jlormueckoe uMs (HOMEp) BHEIIHErO YCTPOMCTBA), KpaTKoe CojliepKaHue
JOKyMeHTa (HauMeHOBaHue, BUJ, WHU(pP, KOJ), HUACHTUPHUKATOP MOJIH30BATEIS,
3aIpPOCUBIIETO JOKYMEHT;

perucTpainus 3amycka (3aBeplleHHs) MPorpaMM U TPOIIECCOB (3adaHuM, 3a1ay),
MpEeIHA3HAYCHHBIX JUIsi 0OpaOOTKM TEpPCOHANBHBIX JaHHBIX. B mapameTpax
pETHCTpAlli YKa3bIBAIOTCS JaTa W BpeMs 3arycka, uMms (MACHTH(PUKATOD)
porpamMmbI (Tporiecca, 3aaanus), UASHTU(UKATOP MOIH30BATENS, 3aPOCUBIIETO
nporpammy (IpoIiece, 3a/laHue), pe3yIbTat 3amycka (yCIelHbld, HeYCIeIIHbIN);
perucTpanus MOMbITOK JOCTyNa MPOrpaMMHBIX CPEACTB (MPOTrpaMM, IMPOIIECCOB,
3a/lay, 3aJlaHuil) K 3amuinaeMbiM ¢aittam. B mapamerpax peructpanuu
YKa3bIBAIOTCS JaTa W BpeMsl MOMNBITKK JOCTyNa K 3aluiaeMomy Qainy ¢
yKazaHueM ee pe3yibrara (ycheliHas, HeyCHelHas), HJIeHTU(PUKaTop
MOJIb30BATEISI, CTICM(PUKALINS 3alHIaeMoro (aitnia;

perucTpanusi MOMBITOK JOCTyla MPOrPaMMHBIX CPEICTB K JAOMOJIHUTEIbHBIM
3allMIAeMbIM O0OBEKTaM JIOCTYMa (TepMHUHATIAM, TEXHUUYECKUM CPEJICTBAM, y3JiaM
CeTH, TUHUSAM (KaHajaM) CBSI3HM, BHEIIHWM YCTPOMCTBaM, MpOrpaMmam, TOMam,
Karajmoram, (aitram, 3amucsM, TOJISIM 3amuceil). B mapameTrpax peructpanuu
YKa3bIBAIOTCS JaTa W BPEMs IOMBITKH JOCTyNa K 3alluilaeMoOMy OOBEKTY C
yKa3aHUEM ee pe3yiabrara (yCHeIlIHas, HeyClelHas), UJICHTU(PUKATOP
MOJIb30BaTeIsl, cieudUKaIus 3alUIaeMoro o0beKTa (JIorudeckoe uMst (Homep));
y4eT BCEX 3alIUIIAeMbIX HOCUTENCH MHPOPMAIIMK C TTIOMOIIBI0 UX MAapPKUPOBKU U
3aHECEHHE YUCTHBIX JaHHBIX B )KypHaJ ydeTa ¢ OTMETKON 00 UX BbIgaue (mpueme);
TyOMUPYIONINUNA YUeT 3alHUIIaeMbIX HOCUTENeH HHPOpMAIINH;

ouncTka (0OHyJeHue, 00e3TMUMBaHNE) OCBOOOKIAEMBIX 00JIacTel OnepaTHUBHOM
naMaTi UHPOPMAITMOHHBIX CUCTEM M BHEITHUX HOCUTENECH HH(OpMaIInu;

B) oOecreueHre 1eJIOCTHOCTH:

oOecrieueHHUEe  IEMOCTHOCTU  TPOTPAMMHBIX  CPEACTB  CHUCTEMBI  3allUThI
MIEPCOHANILHBIX JaHHBIX, 0OpabaTeiBacMoi WH(MOpMAIUHU, a TaKKE HEHM3MEHHOCTh
IPOrpaMMHON cpefbl. IIpu 3TOM IEIOCTHOCTh CHCTEMBI 3aIUTHI MEPCOHATBHBIX
JAQHHBIX  TPOBEPSICTCS TPH  3arpy3Ke CHUCTEMbl 10  HAJUYMIO HWMCH
(uneHTUPUKATOPOB) €€ KOMIIOHEHT, a LEJOCTHOCTh MPOTrPpaMMHON Cpebl
oOecrieynBaeTcs OTCYTCTBHEM B MH(GOPMAIIMOHHON CHUCTEME CPEACTB Pa3pabOTKH
U OTJIAJKH TIPOTPaMM;

du3nueckass OXpaHa TEXHUYECKHX CPEACTB  HH(POPMAIMOHHOW  CHUCTEMBI
(ycTpoiicTB u HocuTened HHPOpMANUK), TMPEIyCMaTPUBAIOIIAS TTOCTOSHHOE
HAJIMYKUE OXPaHbl TEPPUTOPUU U 3JIAHUS;

MEePUOINYECKOE TECTUPOBAHUE (PYHKIIUH CHCTEMBl 3allUThl TEPCOHATBHBIX
JAHHBIX ~ TNPU  W3MEHEHWHM  TPOTrPaMMHOM  Cpeabl W TOJIb30BaTelen
WHOOPMAITMOHHONW CHCTEMBI C TIOMOIIBIO TECT-IPOrPaMM, HMHUTHPYIOIIHX
MOTIBITKY HECAHKITMOHUPOBAHHOTO JTOCTYTIA;



HAJIMYKME CPEJCTB BOCCTAHOBIICHUS CHUCTEMBI 3alUThl MEPCOHAIBHBIX JTaHHBIX,
MpeIyCMaTPUBAIOIINX BEJCHHUE ABYX KOMUN MPOTPAMMHBIX KOMIIOHEHTOB CPECTB
3alUThl  MH(OpMANMK, UX [EepUOJAMYECKOe OOHOBJIEHHE U  KOHTPOJb
paboTOCTIOCOOHOCTH.

4.3. Jlns uHPOPMALMOHHBIX CHUCTEM 1 Kiacca MpU MHOTOINOJIb30BaTEIhCKOM
pexumMe o0pabOTKM MEPCOHANBHBIX JaHHBIX M Pa3HbIX IpaBax JIOCTYyNa K HUM
M0JIb30BATENICH MPUMEHSIIOTCS CIIEYIOIINE OCHOBHBIE METObI U CIIOCOOBI 3aIUThI
uHbOopMaIuu:

a) YIpaBJICHUE JOCTYIIOM:

uACHTU(UKAIMS U TPOBEpKa MOATUHHOCTH TMOJIB30BATENs MPU BXOJIE B CHUCTEMY
no uaeHTu(ukaTopy (Koay) ¥ Mapojro YCIOBHO-TIOCTOSIHHOTO JEWCTBUSA JJIUHON
HE MEHEe IECTH OyKBEHHO-IIU(POBBIX CUMBOJIOB;

UACHTUUKANSA TEPMUHATIOB, TEXHUISCKUX CPEJICTB, Y3JIOB CETH, KAaHAJIOB CBSI3H,
BHEIITHUX YCTPOMCTB MO JJOTUYECKUM UMEHAM;

ujeHTUUKAIUS TPOrpaMM, TOMOB, KaTajoros, ¢haisoB, 3anucel, mojaei 3amnucen
0 UMEHaM;

KOHTPOJIb JIOCTyTa IMOJb30BaTeICH K 3alUIIaeMbIM pecypcaM B COOTBETCTBUU C
MaTpHIIEH 10CTyma;

0) perucTpanus u y4er:

perucTpanusi Bxojia (BbIXOJ]a) MOJIb30BaTENe B cuUCTeMy (M3 CHUCTEMBI), JTUOO
perucTpanus 3arpy3kd W HWHHUIHAIW3alWdWd  OMEPAIMOHHON CHCTEMBI H €€
IPOrpaMMHOTO OCTaHOBA. PerucTpanus BbIXOAAa U3 CHUCTEMBbl WJIM OCTaHOBA HE
MPOBOJUTCS B MOMEHTHI aNmapaTypHOro OTKIIOYCHHS HWHGOPMAIMOHHON
cucTeMbl. B mapameTpax perucTpanuy yKa3bIBalOTCS JaTa M BpeMs BXoJa
(BbIXOJIa) MOJIb30BATEIsl B CUCTEMY (M3 CHCTEMbI) WJIM 3arpy3ku (OCTaHOBA)
CHUCTEMBI, pe3yJbTaT TOMBITKA BXoda (yCIemHas WIA  HEYCIeIIHas),
unaeHTudukarop (kox wuiau GaMuiusi) TOJb30BAaTeNsl, MPEAbSIBICHHBIA IPU
MOTIBITKE JIOCTYTIA, KOJI UJIH MapOJib, IPEAbSIBICHHBIN MTPU HEYCIICIIHOMN TMOTBITKE;
perucrpanus BbIIaYu TeYaTHBIX (Tpaduuecknx) MOKYMEHTOB Ha OyMaKHBIN
HOCHUTENIb. B mapamerpax perucTpaiyiil YKa3bIBAIOTCS JaTa U BpPeMsl BBbIIAYU
(oOpamieHust K TIOACHCTEME BBIBOJA), crHenudUKaAIus YCTPOWCTBA BBIJAYH
(;lormueckoe uMs (HOMEp) BHEIIHETO YCTPOMCTBA), KpaTKOe CoJepKaHHue
JTOKyMeHTa (HauMeHOBaHWe, BHJ, MUpP, KOI), HUACHTU(PHUKATOP MOJIH30BATEIIs,
3alPOCUBIIIETO JOKYMEHT;

perucrpanus 3amycka (3aBeplleHHs) MPorpaMM M TPOIIECCOB (3adaHUM, 3aad),
npeIHa3HAYeHHBIX s 00paboOTKM TMepCOHaJIbHBIX JaHHBIX. B  mapamerpax
perucTpanyyi yKa3bIBalOTCS JaTa W BpeMs 3amycka, ums (UIeHTUPUKATOp)
nporpammsl (mpoiiecca, 3aanus), WASHTU(HUKATOP MOJIb30BATENS, 3aIPOCUBIIETO
nporpammy (IIpoIiece, 3ajlaHue), pe3yJbTar 3amycka (yCIelHblid, HeYyCIeIHbIN );
perucTpanys MonbITOK JOCTyIMa MPOTPaMMHBIX CPEICTB (IIporpamm, MpOIECcCOoB,
3amay, 3aJaHui) K 3ammmaeMbiM daiinam. B mapamerpax peructpanuu
YKa3bIBAIOTCS JaTa M BpeMs TMOMBITKH JOCTyNa K 3amuiaeMomy Qaimy ¢
yKazaHueM ee pe3yiabrara (ycmemiHas, HeyCHelnrHas), WJICHTU(HUKATOp
MOJIb30BaTENsl, CrienU(UKALIKA 3alUIIaeMOoro ¢aiina;



perucTpalys TMOMBITOK JOCTyNMa MPOTPAMMHBIX CPEICTB K JOMOJHUTEIHHBIM
3allMIIAEMbIM OOBEKTaM JIOCTyMa (TepMUHATIaM, TEXHUYECKUM CPEJCTBaM, y3jam
CeTH, JUHUSAM (KaHajaM) CBSI3M, BHEIIHUM YCTpPOMCTBaM, MpOrpaMmam, TOMam,
Karamoram, (aitnam, 3amucsM, ToJisiM 3amucei). B mapamerpax peructpanuu
YKa3bIBAIOTCS JlaTa W BpeMs IMOMBITKM JOCTyNa K 3allUIIaeMOMy OOBEKTY C
yKazaHueM ee pe3yiabrara (ycheliHas, HeycHelniHas), HJIeHTU(UKaTop
MOJIB30BaTelIsl, CIeIU(UKALINS 3alIUIIaeMOro 00BbeKTa (JIorudeckoe uMsi (HoMep));
y4eT BCEX 3allUIAeMbIX HOCUTENEeH MHPOPMAIIUU C TTIOMOIIBI0O UX MAapPKUPOBKU U
3aHECCHHE YUCTHBIX JAHHBIX B )KYpHAJI y4eTa ¢ OTMETKON 00 WX BbImaue (mpueme);
ouncTKa (0OHYJIeHHE, 00€3IMYMBAHUE) OCBOOOXKIAEMbIX 00JIaCTe ONepaTUBHOMN
naMsaTi HHPOPMAITMOHHOW CUCTEMBI M BHEIITHUX HAKOTIUTEIICH;

B) o0ecrnedyeHne 1eI0CTHOCTH:

oOecrieueHHE  IEIOCTHOCTH  TPOTPAMMHBIX  CPEACTB  CHCTEMBI  3allMTHI
MEPCOHANILHBIX JaHHBIX, 00pabaThiBacMoi MH(MOpPMAIUK, a TaKKe HEHM3MEHHOCTh
nporpaMmMHON cpefbl. [Ipu 3TOM 1ETOCTHOCTh CHUCTEMBI 3alllUThl MEPCOHATBHBIX
JTAHHBIX TPOBEpPSICTCS TPHU 3arpy3Ke CHUCTEMbI IO KOHTPOJIBHBIM CyMMaMm
KOMIIOHEHTOB  CHCTEMbl 3alllUThl, a IEJIOCTHOCTh MPOrPaMMHON  cpeibl
oOecreuynBaeTcs HMCMOIb30BAHUEM TPAHCIATOPOB C SI3HIKOB BBICOKOTO YPOBHS H
OTCYTCTBHUEM CpEICTB MoAU(UKAIMK OOBEKTHOTO KOJa MporpamMM B IpoIlecce
00paboTKH U (MJIM) XpaHEHUS TIEPCOHATIBHBIX JaHHBIX;

dbu3ndeckass OXpaHa TEXHUYECKHX CPEACTB HH(POPMAIMOHHONW  CHCTEMBI
(ycTpoiicTB 1 HOcUTENEH HHPOpMaALMK), IPEAYCMATPUBAIOIIAsi KOHTPOJIb JOCTYyNa
B TIOMENICHUS TIOCTOPOHHMX JIWI], HaJW4YUEe HAACKHBIX TMPEMIATCTBHA IS
HECAaHKIIMOHUPOBAHHOTO MPOHUKHOBEHHSI B TIOMEIICHUS ¥ XPAHWINIIE HOCHUTEICH
uH(popmanuu;

MEPUOINYECKOE TECTUPOBAHWE (PYHKIIMHA CHCTEMBI 3allUThl TIEPCOHATBHBIX
JAHHBIX  TMPU  W3MEHEHWHM  TPOrpaMMHOM  cpeabl W TOJIb30BaTelen
WHOOPMAITMOHHOW CHCTEMBbI C TIOMOIIBIO TECT-TIPOrPaMM, HUMHUTHUPYIOIINX
MOTBITKM HECAHKITMOHUPOBAHHOTO JIOCTYTIA;

HAJM4ME CPEACTB BOCCTAHOBIICHHS CHUCTEMBI 3alIUThl TMEPCOHAIBHBIX JaHHBIX,
MPEeIyCMaTPUBAIOIINX BEJICHHUE ABYX KOMUMN MPOTPAMMHBIX KOMIIOHEHTOB CPECTB
3Tl WH(OpMAINMK, WX T[EePUOJAMYECKOe OOHOBJIEHHE U KOHTPOJb
PaboTOCIIOCOOHOCTH.

4.4. be3onacHoe MEXCETeBOE B3aUMOJECUCTBHUE JIJII MHPOPMALIMOHHBIX CUCTEM |
KJlacca TPU WX MOAKIIOYCHUH K CETIM MEXKIyHapOIHOTO HH(POPMAIIMOHHOTO
oOMEHa JIOCTUTACTCS MyTeM MPUMEHEHHUS CPEJICTB MEKCETEBOTO dKPaHUPOBAHUS,
KOTOPBIE 00ECIIEYNBAIOT BBHITOTHCHHUE CIICTYFOIINX (DYHKITHIA:

GunbTpanio Ha CETEBOM YPOBHE ISl Ka)JOTO CETEBOTO TaKeTa HE3aBUCHMO
(pemienue o GUIBTpAIUK PUHUMACTCS Ha OCHOBE CETEBBIX aJpECOB OTIIPABUTES
Y TIOJTy4JaTesisi UM Ha OCHOBE JPYTUX SKBUBAJICHTHBIX aTPHOYTOB);

(GUIBTpAMIO TTAKETOB CIY)KEOHBIX MPOTOKOJIOB, CIYKAIIUX I JTUATHOCTUKH H
yIpaBJICHHS padOTON CETEBBIX YCTPONCTB;

buabTpaMi0 C YYETOM BXOJHOTO M BBIXOJIHOTO CETEBOTO HHTepdeica Kak
CpeIICTBa MPOBEPKHU MOITUHHOCTH CETEBBIX aJPECOB;

(GUABTPAIHIO C YYETOM JIFOOBIX 3HAYMMBIX TIOJIEH CETEBBIX IMAKETOB;



(buIBTpaKMIO Ha TPAHCIIOPTHOM YPOBHE 3aIPOCOB HA YCTAHOBJICHUE BUPTYaJTbHBIX
COCJIMHEHUI C yY€TOM TPAHCHOPTHBIX aJAPECOB OTHPABUTEIIS U MOTydaTes;
bunbTpalMio Ha MPUKIATHOM YPOBHE 3alpOCOB K MPUKIAIHBIM CEpBHCAM C
y4€TOM MPUKJIAAHBIX aJPEeCOB OTIPABUTEIIS U MOJTy4ATEIs;

(GUIBTpALMIO C YYETOM JIaThl U BPEMEHH;

ayTeHTU(PUKALUIO BXOASAIMIMX U UCXOMSIIUX 3aIIPOCOB METOJIaMU, YCTOMYUBBIMH K
MACCUBHOMY M (WUJIM) aKTUBHOMY MPOCITYIIUBAHUIO CETH;

perucTpanvio W y4eT (GUIBTPYEMBIX TMaKeTOB (B TMapaMeTpbl PETHCTpaIiu
BKJTFOYAIOTCS a[pec, BpEMs U PEe3yJIbTaT (PHIIbTPAIiN );

PETUCTpAIMIO U YUET 3alPOCOB HA YCTAHOBJICHUE BUPTYaIbHBIX COCTUHECHMUIA;
JIOKATBHYIO CUTHAJIM3AIMIO TIOTIBITOK HAPYIICHUS TTPaBUil (PUITHTPALINN;
UACHTU(DUKAINIO U ayTEHTU(DHUKAIINIO aIMUHUACTPATOpa MEKCETEBOTO dKpaHa MpHU
€ro JIOKaJbHBIX 3alpocax Ha JOCTyHn MO HUJeHTU(PUKATOPY (KOAY) WU TMapoJIIo
YCJIOBHO-TIOCTOSIHHOTO J€HCTBHS;

MpeoTBpaIIeHUE  JOCTyNa  HEUACHTU(PUIMPOBAHHOTO  IOJIb30BATENS  WIU
M0JIB30BATEIIS, MTONIMHHOCTh UICHTU(PUKAIIMY KOTOPOTO MPU ayTEeHTU(UKAIIMKI HE
MOITBEPINIIACE;

UJCHTU(DUKAIINIO U ayTEHTU(DUKAIIUIO aIMUHUCTpATOPa MEKCETEBOTO dKpaHa Mpu
€ro yAaJICHHBIX 3alpocax METOJaMH, YCTOWYMBBIMHU K IMTACCUBHOMY U aKTUBHOMY
nepexsary uHpopmaiuu;

perucTpaiuio Bxojaa (BbIX0J/la) aIMUHUCTPATOPa MEKCETEBOTO dKpaHa B CUCTEMY
(U3 cucteMbl) JUOO 3arpy3Kd M WHUIMAIM3ALUKN CUCTEMBl U €€ MPOrpaMMHOTO
ocTaHOBa (perucTpamusi BHIXOJA W3 CHUCTEMbl HE TMPOBOJUTCS B MOMEHTHI
amnmapaTypHOro OTKIIOUEHHS MEKCETEBOT0 IKpaHa);

perucTpaluio 3amycka nporpamMm 1 MporeccoB (3aaHui, 3a1aq);

perucTpainuo JIeUCTBUS aJIMUHUCTPATOpa MEXKCETEBOTO JKpaHa MO HW3MEHEHUIO
npaBuI QHIIBTPALINH;

BO3MO>XHOCTh JUCTAHIIMOHHOTO YIPABJIEHUS CBOUMU KOMIIOHEHTAMH, B TOM YHUCJIE
BO3MO>XHOCTh KOH(UrypupoBaHus (buIBTPOB, MPOBEPKH B3aUMHOU
COTJIaCOBAaHHOCTHU BCeX (DUIIBTPOB, aHANIM3a PETUCTPAIIMOHHON NHGOPMAIIHH;
KOHTPOJIb IIEJIOCTHOCTH CBOEH MPOrpaMMHON U MH(GOPMAITMOHHON YacTH;
KOHTPOJIb 1IEJIOCTHOCTH TMPOTrpaMMHON ¥ MHGOPMAIIMOHHON YacTH MEXKCETEBOTO
HKpaHa Mo KOHTPOJIbHBIM CyMMaM;

BOCCTAHOBJICHME CBOMCTB MEXCETEBOI'O DJKpaHa TMocjie c00eB M OTKa30B
000Opy10BaHUS;

periaMeHTHOE TECTUPOBAHME pean3alud MpaBuid  (GUIbTpalluUd, Mpolecca
perucrpanuu, npoiecca UIeHTU(PUKAIIUK U ayTeHTU(PUKAIIMU 3alIPOCOB, MpoIecca
UIeHTU(PUKAIIMKM W ayTeHTU(PUKAIIMU aJIMUHUCTpATOpa MEXKCETEBOTO DJKpaHa,
mpoliecca perucTpanud JACHCTBUM  aIMHUHHCTpATOpa MEXKCETEBOr0 JKpaHa,
mpoiiecca KOHTPOJIS 3a IEJI0CTHOCTRIO MPOTPAMMHON U WH()OPMAIMOHHOW YacCTH,
MPOIEAYPbl BOCCTAHOBJICHUSI.

5. AHaM3 3aIUIIEHHOCTH MPOBOAMUTCS JJI PACIPEACICHHBIX MH(GOPMAIIMOHHBIX
CUCTEM U MH(POPMAIMOHHBIX CHUCTEM, MOAKIIOYEHHBIX K CETSIM MEKIYHAPOTIHOTO
nH()OPMAITMOHHOTO OOMEHA, IyTEM HCIIOJIh30BaHUS B COCTaBe MH(POPMAIIMOHHON



CHCTEMBI TPOrPAMMHBIX WJIM MPOTPAMMHO-ANIAPaTHRIX CPEICTB (CUCTEM) aHaIM3a
3alUIIEHHOCTH.

CpencrtBa  (cucTeMbl) aHaiuM3a  3allMLICHHOCTH  JOJDKHBI  00€CIIeUUBaTh
BO3MOXXHOCTb  BBISIBJICHUSI ~ YSI3BUMOCTEH, CBSI3aHHBIX C  OmMOKaMH B
KOHQUTypallud MpOorpaMMHOro oOecnedyeHus HHPOPMAIMOHHOM  CHUCTEMBI,
KOTOpBIE MOTYT OBITh HCIIOJIb30BAHBI HApyILIMTENEM JUIsl peal3alliyd aTaku Ha
CUCTEMY.

6. OOHapyXeHHE BTOPKCHHMI MPOBOIUTCS JUIsi HH(POPMAIMOHHBIX CHCTEM,
MOJIKJIFOUEHHBIX K CETSIM MEXIYHapOJHOTO HH(OPMALMOHHOTO OOMEHa, MyTeM
UCIIONB30BaHUSI B COCTaBe WH(GOPMALMOHHONW CHUCTEMBI MPOTPAMMHBIX WIIU
IIPOrpaMMHO-AIIAPATHBIX CPEACTB (CUCTEM) OOHAPYKEHHSI BTOPKEHUH.

7. Jns wHPOPMAIMOHHBIX CHUCTEeM 1 Kiacca MPHUMEHSETCS MPOrpaMMHOE
o0ecrieyeHne CpeACTB 3allUThl HMH(OpPMALMH, COOTBETCTBYIOLIEE 4 YPOBHIO
KOHTPOJISI OTCYTCTBUS HEIEKJIAPUPOBAHHBIX BO3MOKHOCTEH.



